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Hello
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I’m Pavel Odintsov, DDoS mitigation enthusiast,  the author of FastNetMon: 
https://fastnetmon.com and founder of FastNetMon LTD.

Ways to contact me:

● linkedin.com/in/podintsov
● github.com/pavel-odintsov
● twitter.com/odintsov_pavel
● IRC, Libera Chat, pavel_odintsov
● pavel@fastnetmon.com

https://fastnetmon.com


Current DDoS Weather

3Data provided by The Dutch National Scrubbing Center (NaWas)



BGP Blackhole / RTBH: ongoing attack
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BGP Blackhole / RTBH: blocked attack
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Can we do 
better?
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BGP Flow Spec: ongoing attack
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BGP Flow Spec: attack investigation
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BGP Flow Spec: attack mitigation
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What is BGP Flow Spec / RFC5575
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● Protocol to configure distributed firewall
● BGP NLRI (Network Layer Reachability Information)
● RFC 5575 standard was published in 2009



BGP Flow Spec filtering capabilities
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● Source prefix (IPv4 or IPv6)
● Destination prefix (IPv4 or IPv6)
● IP Protocol number
● List or range of source ports for TCP and UDP
● List or range of destination ports for TCP and UDP
● ICMP code
● TCP flags
● Packet length
● Fragmentation flags (do not fragment, is fragment, first or last fragment)
● DSCP



BGP Flow Spec filtering actions
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● Drop
● Rate limit
● Accept
● Mark (DSCP)
● Redirect to VRF
● Redirect to nexthop (draft)



Workgroup spent 6 years on RFC 5575 
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Support on Juniper, JunOS 12.3, March 2012?
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Support on Juniper, JunOS 7.3, August 2005?

15https://archive.nanog.org/sites/default/files/tuesday_general_ddos_ryburn_63.16.pdf



Support on Juniper, JunOS 7.2, May 2005!

16https://archive.nanog.org/meetings/nanog38/presentations/labovitz-bgp-flowspec.pdf



Support on Nokia, March 2011
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Support on Cisco, 2014

18https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2018/pdf/BRKSPG-3012.pdf



Support on GoBGP, 2015

19https://ripe71.ripe.net/presentations/135-RIPE71_GoBGP.pdf



Support on Bird 2, 2017
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Support on Extreme, December 2018

21https://documentation.extremenetworks.com/release_notes/slxos/18r.2.00/SLX-OS_18r.2.00_v3_ReleaseNotes.pdf



Support on Arista, March 2020
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BGP Flow Spec challenges
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● Limited number of BGP Flow Spec rules
● Lack of standard approach to retrieve packet and byte counters per rule
● Lack of proper rule validation
● Different hardware limitations
● Lack of interface to manage rules efficiently
● Weak integration with Netflow and IPFIX
● Lack of solid support for draft-ietf-idr-flowspec-redirect-ip-00 



BGP Flow Spec limitations: Juniper MX
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● One of the most mature implementations 
● Issues with traffic telemetry reporting for discarded traffic in Netflow / 

IPFIX: 
https://pavel.network/quirks-of-juniper-netflow-and-ipfix-implementati
ons/ 

https://apps.juniper.net/feature-explorer/feature-info.html?fKey=7679&fn=Enhan
cements+to+inline+flow+monitoring

https://pavel.network/quirks-of-juniper-netflow-and-ipfix-implementations/
https://pavel.network/quirks-of-juniper-netflow-and-ipfix-implementations/


BGP Flow Spec limitations: Cisco ASR 9000
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● A maximum of five multi-value range can be specified in a flowspec rule
● You cannot configure the IPv6 first-fragment match and last-fragment 

match simultaneously on the Cisco ASR 9000 series routers as they are 
mutually exclusive.

https://www.cisco.com/c/en/us/td/docs/routers/asr9000/software/24xx/routing/c
onfiguration/guide/b-routing-cg-asr9000-24xx/implementing-bgp-flowspec.html



BGP Flow Spec limitations: Huawei
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● Huawei’s implementation of fragmentation flags is not RFC 5575 
compliant  by default. It requires setting flag: flowspec 
ipv4-fragment-rule switch

● Issues with using sFlow for monitoring activity of BGP Flow Spec: 
https://pavel.network/sflow-on-huawei-story-of-scarcity-and-redundanc
y/ 

https://support.huawei.com/hedex/hdx.do?docid=EDOC1100331624&id=EN-US_CLI
REF_0000001711648022

https://pavel.network/sflow-on-huawei-story-of-scarcity-and-redundancy/
https://pavel.network/sflow-on-huawei-story-of-scarcity-and-redundancy/


BGP Flow Spec limitations: Arista
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● For TCP flags, the ECE, CWR, and NS flags are not supported.
● For fragment flags, only the Is a fragment (IsF) bit is supported only for 

IPv4 packets. Combining source and destination ports and the Fragment 
flags in the same rule is not supported

Source:https://www.arista.com/en/um-eos/eos-border-gateway-protocol-bgp



BGP Flow Spec limitations: Extreme
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● Only the IsF bit is supported for BGP flowspec NLRI sub-component type 
12 (Fragment). DF, FF, and LF bit functionality is not supported.

● Two-byte TCP flags are not supported.
● When a rate-limiting action is set under a BGP flowspec rule, the 

operational rate value may differ from the rate value specified in the 
flowspec rule because operational values are selected in multiples of 22 
kbits per second.

● IPv4 BGP flowspec rules are applied only to IPv4 data traffic. They are not 
applied to IPv6 data traffic.

● The following TCP flags are not supported: Explicit Congestion 
Notification Echo (ECE) and Congestion Window Reduced (CWR)

https://documentation.extremenetworks.com/slxos/sw/20xx/20.3.1/l3config/
GUID-072B8895-C424-43AE-917E-9351225C91E2.shtml

https://documentation.extremenetworks.com/slxos/sw/20xx/20.3.1/l3config/


BGP Flow Spec and IPFIX, Netflow on Cisco
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FastNetMon: our community
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● Site: https://fastnetmon.com
● GitHub: https://github.com/pavel-odintsov/fastnetmon
● Slack: https://slack.fastnetmon.com/
● Telegram: https://t.me/fastnetmon 
● IRC: #fastnetmon at Libra Chat
● Discord: https://discord.fastnetmon.com/
● LinkedIN: https://www.linkedin.com/company/fastnetmon/ 
● Facebook: https://www.facebook.com/fastnetmon/ 
● Twitter: https://twitter.com/fastnetmon



THANKS!
ANY QUESTIONS?
You can find me at:
⬥ @odintsov_pavel
⬥ pavel@fastnetmon.com
⬥ linkedin.com/in/podintsov

31


