Detection on Terabit scale



' Hello

I'm Pavel Odintsov, Founder of FastNetMon LTD, London; UK
Ways to contact me:

linkedin.com/in/podintsov

IRC, Libera Chat, pavel_odintsov
Email: pavel@fastnetmon.com
Telegram: @pavel_odintsov
Signal: pavel.50

Wechat: wxid_voujoky6hll912




FastNetMon: users




Current DDoS Weather

Number of DDoS Attacks per Quarter (NBIP / NaWas)
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Data provided by The Dutch National Scrubbing Center (NaWas) ‘



Current DDoS Weather

Top 5 DDoS Attack Types (Aggregated from NBIP Reports)
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Data provided by The Dutch National Scrubbing Center (NaWas) a
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Image from https://thirdinternet.com/ip-packet-syntax/
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Traffic Class
Payload Length : )

Source Address

Destination Address

Image from https://networkel.com/ipv6-overview-communication-types/



What kind of DDoS? L4. TCP?

Transmission Control Protocol (TCP) Header
20-60 bytes

source port number destination port number
2 bytes 2 bytes
sequence number
4 bytes

acknowledgement number
4 bytes

data offset | reserved control flags window size
4 bits 3 bits 9 bits 2 bytes

checksum urgent pointer
2 bytes 2 bytes

optional data
0-40 bytes




First Terabit scale project

e Located in West Asia

e 750.000 of mobile and fixed broadband customers
e 1T+ of total capacity

e Juniper based




' Technical challenges

Inline monitoring
services on PTX

Packet rate of UDP
telemetry: 50 kpps







IPFIX Header
Set

Information Elements o ipti Details

4B  ingressinterface SNMP index of incoming interface
SNMP index of outgoing interface when flowDirection=Qutput,
otherwise 0.

1B flowDirection Direction (O: Input , 1:Output)
312 2B  datalinkFrameSize Length of sampled data link frame
N octet from data link frame of monitored packet.
Reports actual monitored packet starting from Layer 2 as
{Ethernet header/802.1Q header{any)/IP header/Payload ...] up to
configured maximum-clip-length

4B egressinterface

315 Variable dataLinkFrameSelection




Covered in RFC 7011
1second DDoS detection
Real time graphs
Access to all information in packet header (fragmentatlon ttl
nested vlans)




Juniper inline monitaring services: MX

e MX uses 1byte encoding to encode length which'allows.s
header up to 254 bytes

) 1 2
012345678901234567890123456789%01
B N Y O APy T A EpY SN St S Sy S ¢
Length (< 255)| Information Element |
B S e
. continuing as needed |
mctetotet -ttt t ottt t ot ottt t ottt t ottt ottt -F-+-+

Figure R: Variable-Length Information Element (IE)
(Length < 255 Octets)




2123456789081 23456T78908012345p78901
tetetetetodetetetetotatetotatotetetatetetetetatetatatetatatatatat
| 255 | Length (@ to 65535) ] IE |
todedototototototototototototatetetotatatetotatatatatatatatatatat

| ... continuing as needed |
+-F-F-F-t-t-F -t -t -ttt -t-t-totototototototototot-tottt-F-F-+-+

Figure S: Variable-Length Information Element (IE)
(Length @ to 65535 Octets)
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Juniper inline monitoring services: PTX © = =

2024-01-29 23:36:58,463 [DEBUG] IPFIX variable field element was used
2024-01-29 23:36:58,463 [ERROR] Not supported two byte variable length encoding detected.




if (*field_length_ptr == 255) {
// 255 is special and it means that packet length is encoded in two following bytes
/ Juniper PTX routers use this encoding even in case when packet length does not exceed 255 bytes

RFC reference https://datatracker.ietf.org/doc/html/rfc7011#page-37

/ In this case, the first octet of the
Length field MUST be 255, and the length is carried in the second and
third octets, as shown in Figure S.

// Read 2 byte length by skipping placeholder byte with 255
const uint16_t* two_byte_field_length_ptr = (const uint16_t*)(pkt + offset + sizeof(uint8_t));

if (logger.getPriority() == log4cpp::Priority::DEBUG) {

logger << log4cpp::Priority::DEBUG << "Two byte variable length encoding detected. Retrieved packet
<< fast_ntoh(*two_byte_field_length_ptr);

// Pass variable payload length
flow_meta.variable_field_length = fast_ntoh(*two_byte_field_length_ptr);

// Override field length with length extracted from two bytes + length of placeholder byte itself
record_length = flow_meta.variable_field_length + sizeof(uint8_t) + sizeof(uint16_t);;

// Pass variable payload length

flow_meta.variable_field_length = fast_ntoh(*two_byte_field_length_ptr);

// Specify length encoding type as it's required for payload retrieval process
flow_meta.variable_field_length_encoding = variable_length_encoding_t::two_byte;




Juniper inline monitoring services: PTX

// This packet is ended using IPFIX variable length encoding and it may have two possible ways of length encoding
// https://datatracker.ietf.org/doc/html/rfc7011#section-7
if (flow_meta.variable_field_length_encoding == variable_length_encoding_t::single_byte || flow_meta.variable_field_length_encoding == variable_length_encoding_t::two_byte) {

if (logger.getPriority() == log4cpp::Priority::DEBUG) {
logger << log4cpp::Priority::DEBUG << "Packet header length: " << flow_meta.variable_field_length;

if (flow_meta.variable_field_length != 0) {
bool read_packet_length_from_ip_header = true;

bool extract_tunnel_traffic = false;

const uint8_t* payload_shift = nullptr;

if (flow_meta.variable_field_length_encoding == variable_length_encoding_t::single_byte) {
payload_shift = data + sizeof(uint8_t);

} else if (flow_meta.variable_field_length_encoding == variable_length_encoding_t::two_byte) {
payload_shift = data + sizeof(uint8_t) + sizeof(uint16_t);

auto result =
parse_raw_packet_to_simple_packet_full_ng(payload_shift, flow_meta.variable_field_length,
flow_meta.variable_field_length, flow_meta.nested_packet,
extract_tunnel_traffic, read_packet_length_from_ip_header);




Juniper MX, single flow per UDP packet

» User Datagram Protocol, Src Port: 50151, Dst Port: 2055
v Cisco NetFlow/IPFIX
Version: 10
Length: 98
» Timestamp: Aug 15, 2024 15:20:04.000000000 +03
FlowSequence: 50909922
Observation Domain Id: 16842768
v Set 1 [1d=384] (1 flows)
FlowSet Id: (Data) (384)
FlowSet Length: 82
[Template Frame: 1284 (received after this frame)]
v Flow 1
InputInt: 613
OutputInt: 646
Direction: Egress (1)
Data Link Frame Size: 66
» Data Link Frame Section: 7488




Protocol Length Info
140 IPFIX Obs-Domain-ID=16842768
200 IPFIX Obs-Domain-ID=16842752
200 IPFIX Obs-Domain-ID=16842768
200 IPFIX Obs-Domain-ID=16842752
200 IPFIX Obs-Domain-ID=16842752
200 IPFIX Obs-Domain-ID=16842755
200 IPFIX Obs-Domain-ID=16842752
200 IPFIX Obs-Domain-ID=16842752
200 IPFIX Obs-Domain-ID=16842752

200 IPFIX B Obs-Domain-ID=16842752 :384]
128 IPFIX bytes) Obs-Domain-ID=16842768 [Data:384]
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Juniper PTX, multiple flows per UDP packet ‘

» User Datagram Protocol, Src Port: 33092, Dst Port: 2055
Version: 10
Length: 1435
Timestamp: Jan 30, 2024 01:28:32.000000000 +03
FlowSequence: 105010545
Observation Domain Id: 16842752

FlowSet Id: (Data) (384) .
FlowSet Length: 1419 S
Template Frame: 227 (received after this frame

Flow 2

Flow 4

Flow 7

(vvyvvvvv~v~

InputInt: 668

OutputInt: O

Direction: Ingress (0)
Data Link Frame Size: 1522

»
Flow 11
InputInt: 668
OutputInt: ©
Direction: Ingress (0)
Data Link Frame Size: 1422
Data Link Frame Section [truncated]: 3c08cd104cfa®c42a146552b810003ea810003e9080045000578131240003c06a10ac21f04875fb57f0..




Protocol Length Info

CFLOW
CFLOW
CFLOW
CFLOW

CFLOW
CFLOW
CFLOW
CFLOW

1442
1436
1452
1470
1420
1433
1440
1474

IPFIX
IPEIX
IPFIX
IPFIX
IPFIX
IPFIX
IPFIX
IPFIX

' Obs-Domain-ID=16842752

Obs-Domain-ID=16842752
Obs-Domain-ID=16842752
Obs-Domain-ID=16842752
Obs-Domain-ID=16842752
Obs-Domain-ID=16842752
Obs-Domain-ID=16842752
Obs-Domain-ID=16842752
Obs-Domain-ID=16842752
Obs-Domain-ID=16842752
Obs-Domain-ID=16842752
Obs-Domain-ID=16842752
Obs-Domain-ID=16842752
Obs-Domain-ID=16842752




// Get clean flowsets length to use it as limit for our parser
ssize_t current_flowset_length_no_header = flowset_length - sizeof(ipfix_data_flowset_header_t);

if (logger.getPriority() == log4cpp::Priority::DEBUG) {
logger << log4cpp::Priority::DEBUG << "IPFIX variable field element was used";

// TODO: This implementation is rather limited as we read only single flowset here

// In many cases we use this stuff for IPFIX Inline monitoring and it uses just single flowset but it may change in future



Complete RFC implementation

FastNetMon Advanced 2.0.359

- fastnetmon-release-publisher released thisFeb9  © v2.0.359 -o- 93aeed8 (@

Changes:

o Added support for IPFIX IPFIX_UDP_SOURCE_PORT and IPFIX_UDP_DESTINATION_PORT encoding used by AMD Pensando
Added support for IPFIX IPFIX_TCP_SOURCE_PORT and IPFIX_TCP_DESTINATION_PORT encoding used by AMD Pensando
Extracted Netflow v5, v9 and IPFIX into separate modules
Fixed bug with IPFIX sampling rate persistence which prevented us from storing it correctly to disk
Added logic to remove IPFIX and Netflow v9 sampling between upgrades

Added support for multiple flows per packet for IPFIX inline monitoring services used by Juniper PTX



Double tagged vlans

+ Flow 1

InputInt: 668

OutputInt: 0

Direction: Ingress (0)

Data Link Frame Size: 64

v Data Link Frame Section:

Ethernet II, Src: Mellanox_a&c.”” 7Y (C
802.1Q Vlrtual LAN, PRI: O, DEI: O, ID: 1002
802.1Q Virtual LAN, PRI: O, DEI: 0, ID: 1001
Internet Protocol Version 4, Src: _._ ... e PRDS G,

Transmission Control Protocol, Src Port: 50645, Dst Port: 80, Seq 1, Ack: 1, Len:
String_len_short: 255
String_len_short: 64



// Copy ethertype as we may need to change it below
uint16_t ethertype = ethernet_header->get_ethertype_host_byte_order();

uint32_t number_of_stripped_vlal

// This loop will not start if ethertype is not VLAN
vhile (ethertype IanaEthertypeVLAN) {
// Return error if it's shorter than vlan header
if (local_pointer + sizeof(ethernet_vlan_header_t) > end_pointer) {
return parser_code_t::memory_violation;

const ethernet_vlan_header_t* ethernet_vlan_header = (const ethernet_vlan_header_t*)local_pointer;

// We've agreed that this field keeps only outermost vlan
if (number_of_stripped_vlans == 0) q
packet.vlan = ethernet_vlan_header->get_vlan_id_host_byte order();

local_pointer += sizeof(ethernet_vlan_header_t);
number_of_stripped_vlans++;
// We need to limit it to avoid possibility of attack which uses too many vlans tags to overload our parser

if (number_of_stripped_vlans > maximum_vlans_to_strip) {
return parser_code_t::too_many_nested_vlans;

// Change ethertype to vlan's ethertype
ethertype = ethernet_vlan_header->get_ethertype_host_byte order();




UDP In / Out

100 K

75K

et T A e

50 K
25K

0

2024-06-18 19:23:45
== |nDatagrams - Datagrams received 61.8 K
== QutDatagrams - Datagrams sent 39.4K

datagrams out (-) /in (+)

19:30 19:45 20:00 20:15 20:30 20:45 2100 B 21:30 21145 22:00 2215 K 22:45 23:00 23115 23:30 23:45 00:00 0015 00:30 00:45 0100
Mean Last * Max Min

Name

InDatagrams - Datagrams received 67.8 K 536K 775K 401K

342K 497K 329K

OutDatagrams - Datagrams sent 433K
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odintsov@fastlab1: ~/fastnetmon/src/installer pavel.odintsov@dike0101a: ~

2.1%] ACTEEETEEEEE PR reres
4.0%] 5[
20.4%] SLILILIIT
0.7%] 71
642M/15.6G] Tasks: 43, 119 thr; 2 running
0K/3.83G] Load average: 1.60 1.47 1.21
Uptime: 05:21:15

1M 32

1161M 12024
183M 16272
1161M 32024
1161M 32024
2564M 63732
8752 1688
mongodb 2564M 63732
root 162M 5596
root #9556 16144

2:15.35 netflow 2055

1:57.66 /opt/fastnetmon/app/bin/traffic_db
0:45.07 influxdb

0:05.45 calculate_speed

1:49.59 Jusr/bin/mongod --config /etc/mongod.conf
0:00.13 htop

0:59.19 ftdc

0:03.82 /sbin/init

0:01.52 /lib/systemd/systemd-journald

root

root

root

root
mongodb
pavel.odi
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.190302
.190314
.505186
905195

-505211
.505241
.505251
.505262
5085275
.505294
.505310
.505321
.505334
.505343

IP
IP
IP
IP
1P
IP
IP
IF
IP
1P
IP
IP
IP
IP
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; Load random 32 bit value to A

1d rand
; Mod divide register A by number of worker threads

mod #4

ret a




We will listen on :::2055 udp port

Setting reuse port

Loading BPF to implement random UDP traffic distribution over available threads

Successfully loaded reuse port BPF

Successful bind

We will listen on :::2055 udp port

Setting reuse port

//\\‘Loading BPF to implement random UDP traffic distribution over available threads
Successfully loaded reuse port BPF

::I::Can't bind on port: 2055 on host ::
Cannot create / bind socket

Started capture
T ]

errno:98 error: Address already in use



- @ reuse_addr to save us

12428
12425
12426
12427

20
20
20
20

R o R o R o)

* M
1M

oLUM

1L KR
201

| 33108 R 58.8 15.3
5SM 33108 S 56.1 15.3
| 33108 S 53.5 15.3
| 33108 R 52.1 15.3

1:33.52

1:33.67 netflow 2055
1:33.36 netflow 2055 2



UDP Drops in Traffic Database

UDP Errors @

20 kp/s

15 kp/s
! e/

10 kp/s

5 kp/s

0 p/s
16:00 18:00 20:00 22:00 00:00
e UDP RX In Errors

== UDP No Listener
UDPLite Rx in Errors
UDP Rx in Buffer Errors
UDP Tx out Buffer Errors

el

02:00 04:00 06:00 08: 00 10: 00 124 00 .~ 14:00
0 p/s 3 kp/s 8.6 kp/s

0 p/s 101 p/s 2.30 kp/s
0p/s 0pl/s 0p/s .
Op/s 6.73kp/s 18.6 kp/s .
0p/s 0p/s 0 p/s ‘



UDP Errors @)

8 kp/s

6kp/5\\J\/\/’\/—\—\J\,\M

4 kp/s

2 kp/s

0p/s

16:10
Name

16:15  16:20 16:25 16:30 16:35 16:40 16:45 16:50

Min
0 p/s
0 p/s
0 p/s

== UDP Rx in Errors
== UDP No Listener
== [JDPLite Rx in Errors

16:55 17:00
Mean

17:05
Max

2.52 kp/s 7.24 kp/s
853 p/s 31.5kp/s
0 p/s 0p/s




https//pavel.network/rocky-road-towards-ultimate-udp-load-f
ncing-server-on-linux/
https.//pavel.network/rocky-road-towards-ultimate-udp-ser. er- |
th-bpf-based-load-balancing-on-linux-part-2/
e https:/pavelnetwork/multiple-linux-kernel-inconsistencies-when
-s0 attach reuseport cbpf-used-with-udp-sockets/



https://pavel.network/rocky-road-towards-ultimate-udp-load-balancing-server-on-linux/
https://pavel.network/rocky-road-towards-ultimate-udp-load-balancing-server-on-linux/
https://pavel.network/rocky-road-towards-ultimate-udp-server-with-bpf-based-load-balancing-on-linux-part-2/
https://pavel.network/rocky-road-towards-ultimate-udp-server-with-bpf-based-load-balancing-on-linux-part-2/
https://pavel.network/multiple-linux-kernel-inconsistencies-when-so_attach_reuseport_cbpf-used-with-udp-sockets/
https://pavel.network/multiple-linux-kernel-inconsistencies-when-so_attach_reuseport_cbpf-used-with-udp-sockets/
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HANKS!

ANY QUESTIONS?
You can find me at:

o (@odintsov_pavel
o pavel@fastnetmon.com
N o linkedin.com/in/podintsov
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