
Challenges of DDoS 
Detection on Terabit scale 



Hello
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I’m Pavel Odintsov, Founder of FastNetMon LTD, London, UK 

Ways to contact me:

● linkedin.com/in/podintsov
● IRC, Libera Chat, pavel_odintsov
● Email: pavel@fastnetmon.com
● Telegram: @pavel_odintsov
● Signal: pavel.50
● Wechat: wxid_voujoky6hll912



FastNetMon: users
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Current DDoS Weather

4Data provided by The Dutch National Scrubbing Center (NaWas)



Current DDoS Weather
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What kind of DDoS? L3. IPv4 
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Image from https://thirdinternet.com/ip-packet-syntax/



What kind of DDoS? L3. IPv6 
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Image from https://networkel.com/ipv6-overview-communication-types/



What kind of DDoS? L4. TCP? 
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Image from https://www.lifewire.com/tcp-headers-and-udp-headers-explained-817970



First Terabit scale project
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● Located in West Asia
● 750.000 of mobile and fixed broadband customers
● 1T+ of total capacity
● Juniper based



Technical challenges
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Inline monitoring 
services on PTX

Double and triple tagged vlans

Linux Kernel bugsPacket rate of UDP 
telemetry: 50 kpps



Are you
up for 

challenge?
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Juniper inline monitoring services 
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Juniper inline monitoring services: benefits
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● Covered in RFC 7011
● 1 second DDoS detection
● Real time graphs
● Access to all information in packet header (fragmentation, ttl, 

nested vlans)



Juniper inline monitoring services: MX 
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● MX uses 1 byte encoding to encode length which allows size of 
header up to 254 bytes



Juniper inline monitoring services: PTX 
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● PTX uses 2 byte encoding which allows size of header up to 65535 
bytes



Juniper inline monitoring services: PTX 
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Juniper inline monitoring services: PTX 
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Juniper inline monitoring services: PTX 
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Juniper MX, single flow per UDP packet
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Juniper MX, single flow per UDP packet

20



Juniper PTX, multiple flows per UDP packet
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Juniper PTX, multiple flows per UDP packet
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We did not expect more then single flow 
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Complete RFC implementation
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Double tagged vlans
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Double tagged vlans: code
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Performance challenges: 50 000 UDP pkts /s
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Performance challenges: 100 Mbits
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Performance challenges: single CPU core limit
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Let’s enable UDP reuse_port with 4 threads
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Why it did not work? Same 5 tuple
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Solution? eBPF!
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Linux: I do not like it
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reuse_addr to save us
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UDP Drops in TraǗic Database
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UDP Drops in TraǗic Database: async insert
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UDP reuse_port + eBPF Linux kernel bug
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● https://pavel.network/rocky-road-towards-ultimate-udp-load-bala
ncing-server-on-linux/

● https://pavel.network/rocky-road-towards-ultimate-udp-server-wi
th-bpf-based-load-balancing-on-linux-part-2/

● https://pavel.network/multiple-linux-kernel-inconsistencies-when
-so_attach_reuseport_cbpf-used-with-udp-sockets/

https://pavel.network/rocky-road-towards-ultimate-udp-load-balancing-server-on-linux/
https://pavel.network/rocky-road-towards-ultimate-udp-load-balancing-server-on-linux/
https://pavel.network/rocky-road-towards-ultimate-udp-server-with-bpf-based-load-balancing-on-linux-part-2/
https://pavel.network/rocky-road-towards-ultimate-udp-server-with-bpf-based-load-balancing-on-linux-part-2/
https://pavel.network/multiple-linux-kernel-inconsistencies-when-so_attach_reuseport_cbpf-used-with-udp-sockets/
https://pavel.network/multiple-linux-kernel-inconsistencies-when-so_attach_reuseport_cbpf-used-with-udp-sockets/


THANKS!
ANY QUESTIONS?
You can find me at:
⬥ @odintsov_pavel
⬥ pavel@fastnetmon.com
⬥ linkedin.com/in/podintsov
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